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Chapter 1. Introduction

1.1 Overview

OpenVPN is an open source project with the GPL license agreement, complete solution characteristics of SSL VPN,
can provide solutions which contain the VPN between site-to-site, WIFI security and enterprise remote access.
OpenVPN permit to establish VPN that use the pre-shared key, the third party certificate or username/password to
authenticate.

This application note is written for customer who has good understanding Robustel products and experienced with
OpenVPN. It shows customer how to configure and test the OpenVPN between the R3000 and Windows OpenVPN
server through the cellular network.

1.2 Assumptions

OpenVPN feature has been fully test and this Application Note is written by technically competent engineer who is

familiar with Robustel products and the application requirement.

This Application Note is basing on:

® Product Model: Robustel GoRugged R3000 industrial cellular VPN router.

® Firmware Version: R3000_S_V1.01.01.fs.

® Software required: OpenVPN 2.2.2

® Configuration: This Application Note assumes the Robustel products are set to factory default. Most configure
steps are only shown if they are different from the factory default settings. The Internet is connecting and there
is no firewall feature enable.

R3000 works as OpenVPN server in this solution. And R3000’s cellular WAN should be dynamic public IP address
with DDNS or static public IP address. OpenVPN is certificate based, we using x.509 certificate for authentication
at this application. A PC will be install the OpenVPN Easy-RSA certificate authority and create & sign the
certificates. Any Easy-RSA is free and simple to use.

1.3 Rectifications

Appreciate for the corrections and Rectifications to this Application Note, and if there are requests for new
Application Notes please also send to email address: support@robustel.com .

1.4 File Version

Updates between document versions are cumulative. Therefore, the latest document version contains all updates
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Chapter 2. Application Topology

IP Device 1
MPENVPN"
OpenVPN server
—
Client01
A Internet
= - \:&//\_,-/ @®PENVPN"
WAN:77.211.24.126 Base Station >\
LAN:192.168.1.0/24 /\
IP Device 2
Client02

1. R3000 works as OpenVPN server.
R3000 should have static public IP address or dynamic public IP address with DDNS. It opens the specify port of
OpenVPN.

3. Two PCs works as OpenVPN clients with any kind of IP addresses which can access internet and one of them is
used for creating and signing certificates.
OpenVPN tunnel established between server and clients.

5. Client01 and Client02 could communicate with each other, as long as server enable client-to-client feature.
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Chapter 3. Configuration

3.1 OpenVPN Installation on Windows

This step should be done on a PC that will be used to create certificates, this can be one of OpenVPN clients. The
download is available from: http://openvpn.net/index.php

1. Download the release of the Windows installer. Run the installation program.

=B8] x |

Welcome to the OpenVPN 2.2 2
Setup Wizard

This wizard will guide you through the installation of
OpenVPN, an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPN only runs on XP,
or higher.

Cancel

2. License Agreement.
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Please review the license terms before installing OpenVPN 2.2.2 .

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

53 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2.2.2..

2,46

3. Select all the options by default.

Choose Components
Choose which features of OpenVPN 2.2.2 you want to install.

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install:

OpenVPN GUI

OpenVPN RSA Certificate Management Scripts
OpenVPN Service

OpenVPN File Associations

OpenSSL DLLs

Mol -~ s sucdens

—~

Description
Space required: 3.3MB Position your mouse over a component Eo see its
descriptior,

Nullsaft Install System v2.46

<Back |[| mext> | [ cancel
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4. Select the installation path. Save in default Destination Folder.

Choose Install Location
Choose the folder in which to install OpenVPN 2.2.2.

Setup will install OpenVPN 2.2.2 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

:\Program Files\OpenVPN

Space required: 3.3MB
Space available: 14,2GB

MNullsoft Install System v2.46

5. The installation schedule.

Please wait while OpenVPN 2.2.2 is being installed.

Previous Service REMOVE (if exists)

|
Previous Service REMOVE (if exists)

Nullsoft Install System vz, 46

Cancel ‘
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6. Agree to install the TAP-Win32 network adapter.
"] Windows Security k@ =

Would you like to install this device software?

=~ Name: TAP-Win32 Provider V9 Network adapters
_5. Publisher: OpenVPN Technologies, Inc.

[7] Always trust software from "OpenVPN [ Install ] {_Don'tinstall |
Technologies, Inc.”.
’O You should only install driver software from publishers you trust. How can | decide which
ice s re is saf install?

7. The installation will be completed.

Installation Complete
Setup was completed successfully.

Completed
- .

Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\Users\Public\Desktop\OpenVPN GUI.Ink

Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\OpenVP...
Created uninstaller: C:\Program Files\OpenVPN\Uninstall.exe

Completed

Mullsoft Install System v2,46

| Cancel [

8. Click “Finish” button and complete the installation.



OpenVPN Client with x.509 certificates

OpenVPN 2.2.2 Setup

Completing the OpenVPN 2.2 2
Setup Wizard

OpenVPN 2.2.2 has been installed on your computer.

Click Finish to dose this wizard.

[V] Show Readme

3.2 Certificates Management for OpenVPN

3.2.1 Certificate about OpenVPN

The first step in building an OpenVPN is to establish a PKI (public key infrastructure). The PKI consists of:
® aseparate certificate (also known as a public key) and private key for the server and each client.
® a master Certificate Authority (CA) and private key which is used to sign certificates for each server and client.

OpenVPN supports bidirectional authentication based on certificates, it means that client must authenticate the
server’s certificate and the server must authenticate client’s certificate before tunnel is established.

Both server and client will authenticate the presented certificate firstly, which was signed by the master certificate
authority (CA), and then by testing information in the now-authenticated certificate header, such as the certificate
common name or certificate type (client or server).

The features of OpenVPN:

® The server only concern its own certificate/key -- it has no need to know the individual certificates of each client.

® The server will only accept clients whose certificates were signed by the master CA certificate. Because the
server can perform this signature verification without needing access to the CA private key itself. We could place
the CA key (the most sensitive key in the entire PKI) to a completely different machine without Internet access.

® |If a private key is compromised and not security any more, the private key could be disqualified by using CRL
(certificate revocation list). The CRL disable the compromised certificates and no need to rebuilt the entire PKI.

® The server can enforce client-specific access rights based on client’s certificates, such as the Common Name.
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3.2.2 Generate certificates for OpenVPN server and multiple clients

In this section we will generate a master CA certificate/key, one server certificate/key and one client certificate/key.

1. For PKI management, we could pre-set the scripts bundled with OpenVPN. On Windows, open up a Command
line interface and cd to C:\Program Files\OpenVPN\easy-rsa.

r

Administrator: C:\Windows\system32\cmd.exe ‘ o | & ‘—é‘&-

Microsoft Windows [Uersion 6.1.76811]
Copyright (c> 2089 Microsoft Corporation. All rights reserved.

C:\Users\Benﬁcd C:\Program Files\OpenUPN\easy—Psa-

C:\Program Files\OpenUPN\easy—rsa>

2. Run the init-config.bat to copy configuration files into place(this command would overwrite the previous vars.bat
and openssl.cnf files).

;

= | B |

Administrator: C:\Windows\system32\cmd.exe

C:\Users\Ben>cd C:\Program Files\OpenUPN\easy—rsa

C:\Program Files\OpenUPN\easy—Psaﬁinit—config.hat
e ———

C:\Program Files\OpenUPN\easy—-rsa>copy vars.hat.sample vars.bhat
1 file(s)> copied.

IC:\Program Files\OpenUPN\easy—rsa>

m

C:\Program Files\OpenUPN\easy-rsa>_

3. Edit the vars.bat and set the KEY_COUNTRY, KEY_PROVINCE, KEY_CITY, KEY_ORG, KEY_EMAIL parameters and so
on. Don't leave any blank in this part.

10
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4. Run the following commands to initialize the environment.

r

P T R
z rem Edit this wariable to point to
> rem the openssl. enf file included

i rem with easyrsa

: set HOME=%ProgramFiles®¥\OpenVPH\easyrs=a
T set KEY CONFIG=openssl-1.0.0. enf

> rem Edit this wariable to point to
7 rem your soon~to~be—created key
11 rem directory.

Z rem

rem WARNING: clean—all will do

rem a rm —rf on this directory

° rem so make sure you define

- rem 1t correctly!

.~ set KEY DIR=keys

> rem Increase this to 2048 if you
20 rem are paranoid. This will slow

;1 rem down TLS negotiation performance
2z rem as well as the one—time DH parms
2 rem generatlon process.
24 set KEY_SIZE=1024

- rem These are the default walues for fields
" rem which will be placed in the certificate.
% rem Change these to reflect your site.
2% rem Don’ t leave any of these parms blank.

21| set KEY_COUNTRY=CHN
22| set KEY_PROVINCE=GD
i set KEY CITY=Guangzhou
| set KEY ORG=OpenVFHN
i set KEY_EMATI=mail@robustel. domain
2| set KEY _CH=Open'FH
| set KEY_NAME=OpenVFN
2l set KEY OU=Open¥PN
2% gset PKCS11_MODULE_PATH=changeme
o set PRCS11_FPIN=1234

Administrator: C:\Windows\system32\cmd.exe

C:\Program Files\OpenUPN\easy-rsaj
1 file{(s> copied. -

1 file{(s> copied.

C:\Program Files\OpenUPN\easy—rsa>

The command(build-ca.bat) will build the certificate authority(CA) certificate and key by invoking the interactive

openssl command.

11
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1 file(s> copied.
1 filed(s) copied.

:\Program Files\OpenUPN\easy—rsa?
WARNING: can’t open config file: c
Loading ’screen’ into random state — done
Generating a 1824 hit RSA private key

writing new private key to ’keysca.key’

You are about to he asked to enter information that will be incorporated
into your certificate request.

lWhat you are abhout to enter is what is called a Distinguished MName or a DN.
There are gquite a few fields but you can leave some hlank

For some fields there will he a default value.

If you enter ’.’, the field will be left hlank.

Country Name (2 letter code) [CNI:

State or Province Name (full name) [GDI:

Locality Name <(eg, city) [Guangzhoul:

Organization Name (eg, company?> [OpenUPNI]:

Organizational Unit MName Ceg, section) [OpenUPNI: | —
Common Name (egy,. your name or your server’s hostname)> [OpenUPNI1iC \
Name [OpenUPNI]:

Email Address [mail@robustel.domainl:

m

-
Administrator: C:\Windows\system32\cmd.exe A B ﬂli‘r

M

{C:\Program Files\OpenUPN\easy—rsa’> I
| -
&1 —— e

Note: in the above sequence, most queried parameters were defaulted to the values set in the vars.bat file. The only

parameter which must be explicitly entered is the Common Name.

6. Generate a certificate and private key for server, using build-key-server.bat Server01. When the Common Name

is queried, please enter “Server01”.

12
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Note: Server01 in “build-key-server.bat Server01” is the file name of certificate(the name of public key and private

key).

Administrator: C:\Windows\system32\cmd.exe

C:\Program Files\OpenUPN\easy—-rsadbuild—key—server.bat Seruer@i]
LARNING: can’t open config file: c™/0openssl/ssl/openssl.cnt

’

Loading ’screen’ into
Generating a 1624 bit

You are abhout to be as

into your certificate
Wlhat you are about to
There are gquite a few
For some fields there

If you enter ’.’, the

random state — done
RSA private key

ked to enter information that will be incorporated
request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value.

field will be left blank.

Country Name (2 letter code> [CNI:

State or

Province Name {(full name)> [GDI1:

Locality Name €eg. city)> [Guangzhoul:

Organization Name C(eg, company> [OpenUPNI:

section? [OpenUPNI1: Ce
hostname> [0penUPN]:§SeruerB£~

Organizational Unit Name <egq.

Common Name (eg.
Name [OpenUPNI1:
Email Address

your

Please enter the following ’extra

name or» your server’s

[mail@robustel.domainl:

’

attributes

to be sent with your certificate request

A challenge password [1:

An optional company name [1:

WARNING: can’t open config file: c:/openssl/ssl/openssl.cnf
Using configuration from openssl-1.8.8.cnf

Loading ’screen’ into

random state — done

Check that the request matches the signature

Signature ok

The Subject’s Distinguished Name is as follows

countryName
stateOrProvinceName
localityName
organizationName

:PRINTABLE:’CN’
:PRINTABLE:’GD’
:PRINTABLE:’ Guangzhou’
:PRINTABLE:’ OpenUPN’

organizationalUnitName : PRINTABLE:’ OpenUPN’

commonName
name

emailAddress

:PRINTABLE:’Serveral’
:PRINTABLE:’ OpenUPN’

:IASSTRING:’ mail@robustel.domain’

Certificate is to be certified until May 26 13:86:36 20824 GMT (36508 days>

:Sign the certificate?

[Ly/nl:y

i out of 1 certificate requests certified. commit? [y/nly |

Write out database with

Data Base Updated

1 new entries

C:\Program Files\OpenUPN\easy—rsa>
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7. Generate a certificate and private key for client.
>build-key.bat Client01
>build-key.bat Client02

E® Administratorn C \Wmdows\system32\cmd I' - —LL__J___J

C:\Program Files\OpenUPN\easy-— P°aahu11d key.bhat Client@1
WARNING: can’t open config file: c: sopenssl/ssl/openssl.cnf
Loading ’screen’ into random state — done

Generating a 1824 bhit RSA private key

++++++

++++++

sriting new private key to ’‘keys\Client@l.key’

You are about to be asked to enter information that will be incorporated
into your certificate request.

llhat you are about to enter is what is called a Distinguished MName or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value.

If you enter ’.’,. the field will bhe left blank.

Country Name (2 letter code> [CNI:

State or Province Name (full name> [GDI1:

Locality Name (eg, city) [Guangzhoul:

Organization Name (eg, company?> [OpenUPNI1:

Organizational Unit Name (eg, section? [OpenUPN]-

Common Name (eg, your name or your server’s hostname? [OpenUPN] Cllent@i

§ ez e A
Name [OpenUPNI1:
Email Address [mailC@robustel.domainl:

Please enter the following ’extra’ attributes
to be sent with your certificate request

A challenge password []1:

An optional company name [1]:

WARNING: can’t open config file: c:/openssl/ssl/openssl.cnf
Using configuration from openssl-1.68.8.cnf
Loading ’screen’ into random state — done
Check that the request matches the signature
Signature ok

The Subject’s Distinguished Name is as follows
countryName :PRINTABLE:’CN’
stateOrProvinceName :PRINTABLE:’ GD’
localityName :PRINTABLE:’ Guangzhou’
organizationName :PRINTABLE:’ OpenUPN’
organizationalUnitName :PRINTABLE:’ OpenUPN’
commonName :PRINTABLE:’Client81’
name :PRINTABLE:’ OpenUPN’

emailAddres :IASSTRING:’mailProbustel.domain’
’Certlflcate is to be certified until May 26 13:27:14 2024 GMT (3658 days>
QS1gn the certificate? [y/nl:y

I1 out of 1 certificate requests certified,. commit? [y/nly
[lrite out database with 1 new entries
Data Base Updated

C:\Program Files\OpenUPN\easy—-rsa>_

Note: Client01 in “build-key-server.bat Client01” is the file name of certificate(the name of public key and private

14
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key). Please refer to the above steps to generate the certificates for Client02. Always use a unique common name for
each client.

8. Generate Diffie Hellman parameters.

- Admini;traton C\Windows\system32\cmd.exe

C:\Program Files\OpenUPN\easy—-rsa’huild—-dh.bat

WARNING: can’t open config file: c:/openssl/ssl/openssl.cnf
Loading ’screen’ into random state — done

Generating DH parameters, 1824 hit long safe prime, generator 2
This is going to take a long time

9. Now, find the newly-generated keys and certificates in the easy-rsa\keys subdirectory.

P, U= )
g
Organize ¥ Include in library v Share with v Burn New folder SEENS 2 7] @
- Favorites Name A Date modified Type Size
Ml Desktop || 01.pem
& Downloads | 02.pem
Recent Places || 03.pem
5l caert
| 4 Libraries || ca.key
[ 5| Documents = Client01.crt
' @' Music || Client01.csr
k=| Pictures || Client01.key
$¥ videos 5 Client02.crt
|| Client02.csr
| +& Homegroup | Client02.key
| index.txt
1% Computer || index.bxt.attr
&, Local Disk (C2) | serial
| ca (D) 5 Server01.crt
ca MEE(E) || ServerOl.csr
ca BR(F) | ServerO1.key
#3 BD-ROM Drive () D'
| € Network

15
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3.3 Windows OpenVPN client Configuration

The following steps explain the configuration that needs to be done on the Windows OpenVPN Client.

3.3.1 Open and Edit the client01.ovpn file

1. Copy the required files to the OpenVPN client configuration directory.
Path: C:\Program Files\OpenVPN\config

— ol [
@Uv‘ « |Local Disk (C:) » Program Files » OpenVPN » config v I 4 H Search config pe) ‘
Organize v Include in library « Share with v Burn New folder §= « [ /@>
' Favorites Name Date modified Type Size
B Desktop 5 cacrt Security Certificate 2KB
@& Downloads 5 Client01.crt Security Certificate 4 KB
i=| Recent Places || Client01.key KEY File 1KB
[) client01.ovpn OpenVPN Config ... 2KB
4 Libraries | README.txt Text Document 1KB
| Documents I
o' Music \
| Pictures

2. The configuration of the clientO1.ovpn.

Note: These red following have been changed from the sample configure defaults. And the extra comments are in

blue.
HHHHEHE
# Sample client-side OpenVPN 2.0 config file

# for connecting to multi-client server.

#

# This configuration can be used by multiple

# clients, however each client should have

# its own cert and key files.

#

# On Windows, you might want to rename this

* o o B ow F OB oH o

# file so it has a .ovpn extension
HHHBHBHH TR S H

# Specify that we are a client and that we

# will be pulling certain config file directives
# from the server.

client

# Use the same setting as you are using on

# the server.

# On most systems, the VPN will not function
# unless you partially or fully disable

16
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# the firewall for the TUN/TAP interface.
;dev tap
dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,

# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or

# UDP server? Use the same setting as
# on the server.

;proto tcp

proto udp

# The hostname/IP and port of the server.
# You can have multiple remote entries

# to load balance between the servers.
remote 77.211.24.126 1194

;remote my-server-2 1194

# Choose a random host from the remote
# list for load-balancing. Otherwise

# try hosts in the order specified.
;remote-random

# Keep trying indefinitely to resolve the

# host name of the OpenVPN server. Very useful

# on machines which are not permanently connected
# to the internet such as laptops.

resolv-retry infinite

# Most clients don't need to bind to
# a specific local port number.
nobind

# Downgrade privileges after initialization (non-Windows only)
;user nobody
;group nobody

# Try to preserve some state across restarts.
persist-key
persist-tun
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# If you are connecting through an

# HTTP proxy to reach the actual OpenVPN

# server, put the proxy server/IP and

# port number here. See the man page

# if your proxy server requires

# authentication.

;http-proxy-retry # retry on connection failures
;http-proxy [proxy server] [proxy port #]

# Wireless networks often produce a lot
# of duplicate packets. Set this flag

# to silence duplicate packet warnings.
;mute-replay-warnings

# SSL/TLS parms.

# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.

ca ca.crt

cert ClientO1.crt

key Client01.key

# Verify server certificate by checking

# that the certicate has the nsCertType

# field set to "server". Thisis an

# important precaution to protect against

# a potential attack discussed here:

# http://openvpn.net/howto.html#mitm
#

# To use this feature, you will need to generate
# your server certificates with the nsCertType
# field set to "server". The build-key-server
# script in the easy-rsa folder will do this.
ns-cert-type server

# If a tls-auth key is used on the server
# then every client must also have the key.
;tls-auth ta.key 1

# Select a cryptographic cipher.
# If the cipher option is used on the server
# then you must also specify it here.
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cipher BF-CBC

# Enable compression on the VPN link.
# Don't enable this unless it is also

# enabled in the server config file.
comp-lzo

# Maximum Transmission Unit for OpenVPN tunnel.

# It is the identifier of the maximum size of packet,

# which is possible to transfer in a given environment.
tun-mtu 1500

# If you have fragmentation issues or misconfigured

# routers in the path which block Path MTU discovery,
# lower the TCP MSS and internally fragment non-TCP
# protocols.

fragment 1500

# Set log file verbosity.
verb 3

# Silence repeating messages
;mute 20

3.3.2 Open and Edit the client02.ovpn file

2. Copy the required files to the OpenVPN client configuration directory.
Path: C:\Program Files\OpenVPN\config

@@v‘ J «| Local Disk (C:) » Program Files » OpenVPN » config v I +y } Search config
- = < -

Organize v Include in library ¥ Share with v Burn New folder

¥ Favorites Name . Date modified Type Size
B Desktop Sl canert 2014/6/910:13 Security Certificate 2KB
& Downloads 5] Client02.crt 2014/6/ Security Certificate 4 KB
1| Recent Places || Client02.key 2014/6/910:16 KEY File 1KB

() client02.ovpn 2014/6/6 9:50 OpenVPN Cenfig ... 2KB

s Libraries | README.txt 2014/1/2314:43 Text Document 1KB
| Documents
J Music

3. The configuration of the client02.ovpn.
Note: These red following have been changed from the sample configure defaults. And the extra comments are in
blue.
HUHBHBH R TR B H
# Sample client-side OpenVPN 2.0 config file #
# for connecting to multi-client server. #
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#

# This configuration can be used by multiple

# clients, however each client should have

# its own cert and key files.

#

# On Windows, you might want to rename this

H ¥ o o ¥ o

# file so it has a .ovpn extension
HEHHEHE

# Specify that we are a client and that we

# will be pulling certain config file directives
# from the server.

client

# Use the same setting as you are using on

# the server.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.

;dev tap

dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,

# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or

# UDP server? Use the same setting as
# on the server.

;proto tcp

proto udp

# The hostname/IP and port of the server.
# You can have multiple remote entries

# to load balance between the servers.
remote 77.211.24.126 1194

;remote my-server-2 1194

# Choose a random host from the remote
# list for load-balancing. Otherwise

# try hosts in the order specified.
;remote-random
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# Keep trying indefinitely to resolve the

# host name of the OpenVPN server. Very useful

# on machines which are not permanently connected
# to the internet such as laptops.

resolv-retry infinite

# Most clients don't need to bind to
# a specific local port number.
nobind

# Downgrade privileges after initialization (non-Windows only)
;user nobody
;group nobody

# Try to preserve some state across restarts.
persist-key
persist-tun

# If you are connecting through an

# HTTP proxy to reach the actual OpenVPN

# server, put the proxy server/IP and

# port number here. See the man page

# if your proxy server requires

# authentication.

;http-proxy-retry # retry on connection failures
;http-proxy [proxy server] [proxy port #]

# Wireless networks often produce a lot
# of duplicate packets. Set this flag

# to silence duplicate packet warnings.
;mute-replay-warnings

# SSL/TLS parms.

# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.

ca ca.crt

cert Client02.crt

key Client02.key

# Verify server certificate by checking
# that the certicate has the nsCertType
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# field set to "server". Thisis an

# important precaution to protect against

# a potential attack discussed here:

# http://openvpn.net/howto.html#mitm

#

# To use this feature, you will need to generate
# your server certificates with the nsCertType
# field set to "server". The build-key-server
# script in the easy-rsa folder will do this.
ns-cert-type server

# If a tls-auth key is used on the server
# then every client must also have the key.
;tls-auth ta.key 1

# Select a cryptographic cipher.

# If the cipher option is used on the server
# then you must also specify it here.
cipher BF-CBC

# Enable compression on the VPN link.
# Don't enable this unless it is also

# enabled in the server config file.
comp-lzo

# Maximum Transmission Unit for OpenVPN tunnel.
# It is the identifier of the maximum size of packet,

# which is possible to transfer in a given environment.
tun-mtu 1500

# If you have fragmentation issues or misconfigured

# routers in the path which block Path MTU discovery,
# lower the TCP MSS and internally fragment non-TCP
# protocols.

fragment 1500

# Set log file verbosity.
verb 3

# Silence repeating messages
;mute 20
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3.4 R3000 Configuration

3.4.1 Configure Link Management

1. Install antenna, insert SIM card to R3000 -> power on R3000 and login R3000’s Web GUI page.

User authentication required. Login please.

Jsername:
Passwaord:

Language;

Please enter your login username and password,

admin

Note: Factory Settings when login Web GUI

Username admin

Password admin

EthO 192.168.0.1/255.255.255.0, LAN mode
Ethl 192.168.0.1/255.255.255.0, LAN mode
DHCP Server Enabled.

2. Browse to “Configuration”-> “Link Management”.

® Click the drop-down box of “Primary Interface” and select “Cellular”.

® Click “Apply”.

Primary Interface

Select “Cellular”, “Eth0”, “WIiFi” as the primary connection

. Cellular
interface.

System
Network
Route
VPN
Services
Event/ng

Link Management
Cellular WAN
Ethernet

WiFi

Serial

ni/nn

| ink Management

Configuration

Link Management Settings
| Primary Interface: Cellular v |
Backup Interface: None ¥
= ICMP Detection Primary Server: 8.8.8.8
ICMP Detection Secondary Server: 8.8.4.4
ICMP Detection Interval (s): 30
ICMP Detection Timeout (s): 3
| ICMP Detection Retries: 5

[¥ Reset The Interface

*It is recommended to use an ICMP detection server to keep router always online.
*The ICMP detection increases the reliability and also cost data traffic.

*DNS example: Google DNS Server 8.8.8.8 and 8.8.4.4
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3.4.2 Configure Cellular WAN

e N

Browse to “Configuration”-> “Cellular WAN”-> “ISP Profile”.

Click “Add” to enter the APN (Access Point Name) and Dialup No. for each ISP.

If required please enter Username and Password in the appropriate fields.

Click “Apply”.
Note: Usually APN, Username, Password and Dialup No. are provided by ISP accordingly.

Item Description Setting
ISP Enter relevant ISP network name Enter accordingly
APN Enter correct APN for the network Enter accordingly
Username Enter correct Username for the network Enter accordingly
Password Enter correct Password for the network Enter accordingly
Dialup No. Enter correct Dialup No. for the network Enter accordingly

ISP Profile List
Link Management ISP APN Username Password Dialup No.
Cellular WAN china-mobile 3gnet *QQonn 13 X
Ethernet | [ add
WiFi

Browse to “Configuration”-> “Cellular WAN”-> “Basic”.
In region “Cellular Settings”. Click the drop-down box of “Network Provider Type” of SIM card and select the
correct “ISP” that you configure in “Configuration”-> “Cellular WAN”-> “ISP Profile”.
If required please enter PIN number for the SIM in “PIN Type”.
In region “Connection Mode”. Click the drop-down box of “Connection Mode” to select the connection mode
accordingly. “Always Online” mode is selected in this Application Note.
Click “Apply”.
Item Description Setting

Select from “Auto”, “Custom” or the ISP name you
preset in “Configuration”->"Cellular WAN”->"ISP | Enter accordingly
Profile”.

Select the connection mode when R3000 dial up to
get access to Internet.

Network Provider
Type

Connection Mode Always Online
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System Cellular Settings

Network

Route Status:

VPN = Network Provider Type:

Services APN:

Event/Log Username:
Configuration Password:

. B Dialup No.:
Link Management
PIN Type:

Cellular WAN

Ethernet Connection Mode

Serial Connection Mode:

DI/DO Redial Interval (s):

usB Max Retries:

s B v profle

SIM1 SIM2

Ready Not inserted

china-mobile ¥ Auto v

3gnet

#9 Dok 17

None ~ None v
Always Online v

30
3

3.4.3 Configure LAN IP address

1. Browse to “Configuration”-> “Ethernet”-> “Eth1”.
® Set IP address and netmask of Eth1 accordingly.

® Click “Apply”.

Note: EthO works under bridge mode with Eth1 by default settings. EthO and Eth1 will share the Eth1’s IP address

under bridge mode.

IP Address Set the IP address of Ethl Enter accordingly
NetMask Set the Netmask of Ethl Enter accordingly
MTU Set the MTU of Ethl 1500

Media Type Set the Media Type of Ethl Auto-negotiation

Configuration T

Link Management
Cellular WAN

WiFi
Serial
DI/DO
usB
NAT/DMZ

Firewall

m

Ethernet ==

oo — vin | ohpremy

LAN Interface

1P Address: 192.168. 1.1
NetMask: 255, 255. 255. 0
MTU: 1500
Media Type: Auto-negotiation v
Multiple IP Address
IP Address NetMask
[ add |

3.4.4 OpenVPN server Configuration

The following sections relate to the Open VPN parameters.

1. Browse to “Configuration”-> “OpenVPN”-> “Server”. Tick “Enable OpenVPN Server”.
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Item Description Setting

Enable OpenVPN | _.

s Tick to enable OpenVPN server tunnel. Enable
erver

Tunnel name

Name the OpenVPN server tunnel.

Enter accordingly

You can enter the IP address of cellular WAN,
Ethernet WAN or Ethernet LAN. Null or 0.0.0.0

Listen IP ] . . Enter accordingly
stands for using the active WAN link
currently-cellular WAN or Ethernet WAN.
Select from “UDP” and “TCP Client” which depends )
Protocol o Select accordingly
on the application.
Port Set the local listening port Select accordingly
Select from “tun” and “tap” which are two .
Interface Select accordingly

different kinds of device interface for OpenVPN.

Authentication

Select from four different kinds of authentication
ways: “Pre-shared”, “Username/Password”, “X.509
cert” and “X.509 cert+user”.

Select accordingly

Client Subnet

Define the Client IP address of OpenVPN tunnel.

Enter accordingly

Client Subnet Mask

Define the Client’s subnet mask of OpenVPN
tunnel.

Enter accordingly

Renegotiation

Keep alive mechanism for OpenVPN tunnel

Enter accordingly

Interval(s)
Max Clients The max connection of OpenVPN clients Enter accordingly
Enable Default | all clients to redirect their default network gateway Null
Gateway through the VPN
Tick to enable SNAT for OpenVPN. The source IP
Enable NAT address of host Behind R3000 will be disguised Enable
before accessing the remote OpenVPN client.
Ping Interval Set ping interval to check if the tunnel is active. Enter accordingly

Ping -Restart

Restart to establish the OpenVPN tunnel if ping
always timeout during this time.

Select accordingly

Compression

Select from “None”and”LZ0"”, Select “LZO” to use
the LZO compression library to compress the data
stream.

Select accordingly

Select from “BF-CBC”, “DES-CBC”, “DES-EDE3-CBC”,

Encryption " Y . y . Select accordingly
AES128-CBC”, “AES192-CBC” and “AES256-CBC”.
Maximum Transmission Unit. It is the identifier of

MTU the maximum size of packet, which is possible to Enter accordingly

transfer in a given environment.

Max Frame Size

Set the Max Frame Size for transmission.

Enter accordingly

Verbose Level

Select the log output level which from low to high:
“ERR”, “WARNING”, “NOTICE” and “DEBUG”. The
higher level will output more log information.

Null

Expert Options

You can enter some other PPP initialization strings
in this field. Each string can be separated by a
space.

Enter accordingly
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Enable HMAC | In order to prevent malicious attacks, such as DOS,
Firewall @ VPN | UDP port flooding, we generate a "HMAC is firewall | Disable
Server Advanced "
Generate a certificate revoked chain file, to preven
tsomeone lost certificate in the future, users acc
Enable Crl @ VPN . .
server Advanced ess VPN by'lllegal. - ‘ Disable
You could find the certificate tab of R3000, there is
one option for Crl.
Uncomment this directive to allow different clients
. to be able to "see" each other.
Enable Client to . .
) By default, clients will only see the server. To force
Client @ VPN Server ) ] Enable
Advanced clients to only see the server, you will also need to
appropriately firewall the server's TUN/TAP
interface.
Enable Dup Client @ | While establish OpenVPN with keys, must open this
VPN Server | option, otherwise only allows one VPN connection | Disable
Advanced with the same certificate.
Maintain a record of client <-> virtual IP address
Enable IP Persist @ | associations in this file. If OpenVPN goes down or is
VPN Server | restarted, reconnecting clients can be assigned the | Enable
Advanced same virtual IP address from the pool that was
previously assigned.
Enable IP pool @
VPN Server | Define the range of virtual IP address. Disable
Advanced
Click “Add” to add a OpenVPN client info which
include “Common Name”, “Password”, “Client IP”,
Client Manage “Local Static Route” and “Remote Static Route”. Enter accordingly
This field only can be configured when you select
“Username/Password” in “Authentication”.

Ethernet

D1/DO Enable OpenVPN Server

usB [¥] Enable OpenVPN Server

NAT/DMZ

Firewall VPN Server Tunnel

Qos = Tunnel name: OpenVPN_Tunnel_1
1P Routing Listen IP:

DynDNS Protocol: UDP ~

IPsec Port: 1194

OpenVeN | Interface: tun v

GRE T Authentication: X.509 cert mult-client v
LoTP Client Subnet: 10.8.0.0

PPTP Client Subnet Mask: 255. 255. 255. 0
SNMP Renegotiation Interval(s): 86400

VRRE L Max Clients: 10

A ovelin [T] Enable Default Gateway

Bhone Book ¥l Enable NAT

SMs Ping Interval: 20

Reboot Ping-Restart: 120

Portal Compression: LZ0 ~
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uss Max Frame Size: 1500
NAT/DMZ Verbose Level: ERR v
Firewall Expert Options:
Qos *--xx xx.parameter,eg:--config xx.config
IP Routing
VPN Server Advanced
DynDNS =
"} Enable HMAC Firewall
IPsec ;
OpenveN "} Enable Crl
GRE L
= [”J Enable Dup Client
L2TP 175
PPTP
"} Enable IP Pool
SNMP
VRRP Client Manage
AT over IP Use = Common Name Password Client IP Local Static Route Remote Static Route
Phone Book ] Client01 | 192. 168. 1. 0/24 X
SMS V] Client02 192. 168. 1. 0/24 X
Reboot *Static Route 0/24= or 0/24;2.2.0.0/16 Add
Portal
Syslog
Fuent = [ Apply |
2. Import the certificate for OpenVPN.
® Browse to “Configuration”-> “OpenVPN"-> “X.509".
Item Description Setting
Select the OpenVPN client or server which the )
Select Cert Type . Select accordingly
certificate used for.
Click “Browse” to select the correct CA file from
your PC, and then click “Import” to import it to the
CA router. Select accordingly
Click “Export” you can export the CA file from
router to your PC.
Click “Browse” to select the correct Public Key file
from your PC, and then click “Import” to import it
Public Key to the router. Select accordingly
Click “Export” you can export the Public Key A file
from router to your PC.
Click “Browse” to select the correct Private Key file
from your PC, and then click “Import” to import it
Private Key to the router. Select accordingly
Click “Export” you can export the Private Key file
from router to your PC.
Click “Browse” to select the correct DH A file from
your PC, and then click “Import” to import it to the
DH router. Select accordingly
Click “Export” you can export the DH file from
router to your PC.
Click “Browse” to select the correct TA file from
your PC, and then click “Import” to import it to the
TA router. Null
Click “Export” you can export the TA file from
router to your PC.
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Click “Browse” to select the correct CRL file from
your PC, and then click “Import” to import it to the
CRL router. Null
Click “Export” you can export the CRL file from
router to your PC.

Click “Browse” to select the correct Pre-Share
Static Key file from your PC, and then click “Import”
Pre-Share Static Key | to import it to the router. Null
Click “Export” you can export the Pre-Share Static
Key file from router to your PC.

4. Import the certificate, select Cert Type for Server and click the “browse”.

Ethernet ol Client | server |

p1/Do Authentication Manage

LS Select Cert Type: Server v

il CA: [ FiEEX Import Export
il Public Key: S | IR Import | Export
No5 (W Private Key: Sl || R Import Export
1P Houtkg ’ DH: S || R Import | Export
BynONG ’ TA: S | R Import | Export
Ihsec | CRL: R Import | Export
s:snva !5 Pre-Share Static Key: ERBTE Import Export

5. Select the ca.crt, ServerOl.crt, ServerOl.key and dh1024.pem with path C:\Program Files\OpenVPN
\easy-rsa\keys

' Q—O“I s «l Program Files » OpenVPN » easy-rsa » keys l v | 5 H Search keys pI
Organize ¥ New folder =y 0l @
P - g A:
sk Favorites “*  Name Date modified Type
B Desktop 2014/6/9 11:05 Security Certificate
R Dbk || cakey 2014/6/9 11:05 KEY File
%] Recent Places 5 Client01.crt 2014/6/9 11:07 Security Certificate [ !
| Client01.csr 2014/6/911:07 CSR File
- o || Client01.key 2014/6/9 11:07 KEY File
e H 3 5 Client02.crt 2014/6/911:07 Security Certificate
[Z| Documents o
J’ Missic || Client02.csr 2014/6/911:07 CSR File \
&) Pictures | Client02.key 2014/6/9 11:07 KEY File |
5 Videos ) 'dh1024.pem 2014/6/9 11:07 PEM File |
| index.bxt 2014/6/9 11:07 Text Document
!Q Homegroup | index.txt.attr 2014/6/9 11:07 ATTRFile |
|| serial 2014/6/911:07 File |
8 Computer [ Server0l.crt 2014/6/9 11:06 Security Certificate \
g Local Disk (C:) || Server01.csr 2014/6/911:06 CSR File I
g D) || Server01.key 2014/6/911:06 KEY File -
= ) v || el 1 | »
il o
File name: - [Fﬁﬁiﬁ‘ (") '] |

[ Open |v]|[ Cancel ]

— — 4

Note: While we using x.509 certificate for authentication, CA, public key, private key and dh1024.pem for server is
required.

6. Click the “Import” button and you could check the status of CA.
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7.

Ethernet ; [ server |

Pybo Authentication Manage

L Select Cert Type: Server v

N-AT/DMZ CA: savett Import Export

Firewall Public Key: Server0l. crt Import Exqott

ﬁ:’: = Private Key: Server01. key Import Export
e DH: dh1024. pem Import | Export

DynDNS TA: FRET o Import Export

= CRL: HAFT I o Ingrork| (R Egort

OpenvPN = Pre-Share Static Key: FIEFT o Import Export

GRE

“OK” means that the certificates have been imported successfully. Then click “Save”->"Reboot”.

DynDNS

IPsec

OpenVPN

GRE

L2TP

PPTP
L_SNMP

|

Authentication Status
Cert Type CA Public Key Private Key DH
I Server OK 0K 0K 0K
Client_1
Client_2
Client_3

TA

CRL

PKCS12

Pre-Share
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Chapter 4. Testing

4.1 Cellular Status

1. Browse to “Status”-> “System”->“Current WAN Link” and “Cellular Information”.
® Check that R3000 has dial up to get IP address and get access to the Internet.

EET
o A RS e DS LS NN D S
System Time: 2014-06-09 04:45:15
Network
Route Current WAN Link
VPN = Current WAN Link: Cellular
Services IP Address: 77.211.24.126
Event/Log Gateway: 192.168.254.254
= NetMask: 255.255.255.255
Configuration
DNS Server: 212.166.132.102, 212.73.32.3
HinkManagement Keepalive PING IP Address: _ 8.8.8.8, 8.8.4.4
Cellular WAN Keepalive PING Interval: 30
Ethernet
. Cellular Information
Serial
DI/DO Current SIM: SIM1
UsB Phone No.:
NAT/DMZ SMS Service Center: 34607003110
= Modem Status: Ready
Firewall
Qos Network Status: Registered to home network
— Signal Level (RSSI): .Ml (31,-510B)

4.2 Running the OpenVPN software in Windows OS

1. Runthe OpenVPN software.
. OpenVPN

OpenVPN GUI

() Uninstall OpenVPN

.. Documentation

. Shortcuts

. Utilities

|, PPStream
. SharePoint

. Skype Default Programs
. Startup

Games

Computer

Control Panel

Devices and Printers

. TeamViewer 8 Help and Support
. Ultrakdit
. Virtual Serial Ports Emulator
. VMware

1 programs and files pe '
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2. You could check the OpenVPN icon in the system tray.

C > . ) = » = - [Ei B o
Gam N FER T OMRE DO

21:01
2014/5/27

3. Double click the icon, when the OpenVPN Client01 has successfully started, the icon will turn green and prompt a

notification with the assigned IP address.

© client01 is now connected. ™ *
Assigned IP: 10.8.0.6

- 16:00
v B @ e B GE W R
- a’ ;= T = "% i 10 & 2014/6/9

4. Double click the icon, when the OpenVPN Client02 has successfully started, the icon will turn green and prompt a

notification with the assigned IP address.

© client01 is now connected. X
Assigned IP: 10.8.0.10

4.3 VPN Status and Communication

1. Browse to “Status”-> “VPN” ->“OpenVPN".

® Check that R3000 has established OpenVPN tunnel with Server side.

System Server
Network No. Tunnel name Status
Route 1 Client02 connected
VPN = 2 Client01 connected
Services Show Detail Status
Event/Log

Configuration

status KNl wsec J wom _J eere J openven ] GRe |

® Check the virtual tunnel on Route table. Browse to “Status”-> “Route”.
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[status NN Route |
System Route Table
_ Network Destination NetMask Gateway Interface Metric
Route 0.0.0.0 0.0.0.0 172.16.0.1 eth0 0
VPN 3 10.8.0.0 255. 255. 255. 0 10.8.0.2 tun0 0
~ Services i 10.8.0.2 255. 255, 255. 255 0.0.0.0 tun0 0
~Event/Log 172.16.0.0 255. 255. 0. 0 0.0.0.0 eth0 0
192.168.1.0 255. 255. 255. 0 0.0.0.0 ethl 0
Link Management \\

® Browse to “Administration”-> “Tools” and “Ping”.
Ping virtual IP of OpenVPN tunnel and got ICMP reply from OpenVPN Client01.

status [ ping | Arpebug | raceroute | sniffer | test |
Configuration Ping
Administration |Ping 1P address: 10. 8. 0. 6 |

Number of requests: 5
Profile
Timeout (s): 1
Tools
Clock Local IP:
Web Server [._ﬁfz?‘r_ﬂtj
UserManagement PING 10.8.0.6 (10.8.0.6): 56 data bytes
SDK Management 64 bvtes from 10.8.0.6: seq=0 tt1=128 time=3. 357 ms
Update Firmware 64 bytes from : seq=1 ttl1=128 time=2.501 ms

8.0.6
10.8.0.6
64 bvtes from 10.8.0.6: seq=2 tt1=128 time=3. 253 ms
64 bytes from 10.8.0.6: seq=3 tt1=128 time=3. 330 ms

64 bytes from 10.8.0.6: seq=4 tt1=128 time=4.456 ms

—— 10.8.0.6 ping statistics —

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.501/3. 379/4. 456 ms

® Browse to “Administration”-> “Tools” and “Ping”.
Ping LAN IP address behind OpenVPN server and got ICMP reply from OpenVPN Client02.

[status ~ |  ping || Atpebug | iraceroute || snifer | vest |
Configuration Ping
Administration [Ping IP address: 10.8.0.10 |

Number of requests: 5

Profile

’ Timeout (s): 1
Tools
ok Local IP:
Web Server ]
User Mangaement PING 10.8.0.10 (10.8.0.10): 56 data bytes
SDK Management 64 bytes from 10.8.0.10: seq=0 tt1=128 time=2.656 ms
Update Firmware 64 bytes from 10.8.0.10: seq=1 tt1=128 time=4.049 ms

64 bytes from 10.8.0
64 bytes from 10.
64 bytes from 10.

.10: seq=2 ttl=128 time=2.201 ms
8.0.10: seq=3 ttl1=128 time=4. 723 ms
8.0.10: seq=4 ttl1=128 time=2. 388 ms

—— 10.8.0. 10 ping statistics —

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.201/3.203/4. 723 ms
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4.4 Testing at Windows OS

4.4.1 Testing at OpenVPN Client01

1. Running the CLI and type “route print” command to check the route-table in Windows 7.

7

None

2. Thereis remote subnet 192.168.1.0/24 via OpenVPN tunnel.

Persistent Routes:

Administrator: C:\Windows\system32\cmd.exe

£ffo8::/8
£fAQ::/8
£ffo0a::/8

£fA8::/8

C:\Users\Ben >:route print i

19 276 feB8@::c5f2:2ha3:4fd8:d18a/128

On—1link

fe80::£425:3£2:797c:3f65/128

On—1link
On—1link
On—link
On—1link
On—1link
On—1link

=)

s

Administrator: C:\Windows\system32\cmd.exe

Active Routes:

Network Destination

127.8.8.1
127.255.255.255
172.16.0.8
172.16.1.48
172.16.255.255

I,_._

Netmask

8.0.90.0
255.255.255.08
255.255.255.252
255.255.255.255
255.255.255.255
255.0.0.08
255.255.255.255
255.255.255.255
255.255.0.8
255.255.255.255
255.255.255.255

T 192.168.2.0 255.255.255.09

192.168.2.123
192.168.2.255
192.168.3.08
192.168.3.44
192.168.3.255
224.90.08.9
224.9.08.9
224.9.08.9
255.255.255.255

255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
240.0.08.8
249.90.0.90
240.9.8.90
255.255.255.255

Gateway

172.16.8.
198.8.0.
On—1link
On—1link
On—link
On—1link
On—1link
On—1link
On—link
On—1link

1
5

On—link_

On—1link
On—1link
On—1link
On—link
On—1link
On—1link
On—1link
On—link
On—1link
On—1link

5

Interface
172.16.1.408
10.8.8.6
10.8.8.6
10.8.8.6
18.8.8.6
127.0.0.1
127.0.0.1
127.8.0.1
172.16.1.40
172.16.1.40
172.16.1.40

Metric

276

30
286
286
286
306
306
306
276
276
276

8.0.6
172.16.1.40
172.16.1.40
172.16.1.40
172.16.1.408
172.16.1.40
172.16.1.40

127.9.8.1
172.16.1.40
10.8.08.6
127.9.8.1

3. Ping LAN IP address behind R3000 and got ICMP reply from remote subnet.

30
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r al
Administrator: C:\Windows\system32\cmd.exe m&

fe80::£f425:3f2:792c:3f65/128
On—1link
££f00B::/8 On—1link
£ffoa::/8 On—-link
£fo0::/8 On—-link
£ffo0::/8 On—-link
On—1link

Persistent
None

Pinging 192.168.1.11 with 32 bytes of data:

Reply from 192.168.1.11: bytes=32 time=3ms TTL=64
Reply from 192.168.1.11: bytes=32 time=2ms TTL=64
Reply from 192.168.1.11: bytes=32 time=2ms TTL=64
Reply from 192.168.1.11: bytes=32 time=2ms TTL=64

Ping statistics for 192.168.1.11:
Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 3ms, Average = 2ms

4.4.2 Testing at OpenVPN Client02

1. Running the CLI and type “route print” command to check the route-table in Windows 7.

7

19 276 fe80::c5f2:2ba3:4fd8:d18a/128
On—1link
276 fe80::f425:3f2:797c:3f65,/128
On—1link
366 ffO0::/8 On—1link
276 £ffo0::/8 On—1link
286 ffoA::/8 On—1link

276 £fA0::/8 On—link
276

Persistent Routes:
None

C:\Users\Ben >:route print }

2. Thereis remote subnet 192.168.1.0/24 via OpenVPN tunnel.

Administrator: C:\Windows\system32\cmd.exe = REll X
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Administrator: C:\Windows\system32\cmd.exe

Active Routes:

Network Destination

08.0.6.0
16.8.8.0
16.8.6.8
16.8.8.18
16.8.08.11
127.6.8.8
127.86.8.1
127.255.255.255
172.16.6.8
172.16.1.48
172.16.255.255

Netmask

9.0.0.0
255.255.255.08
255.255.255.252
255.255.255.255
255.255.255.255
255.0.0.08
255.255.255.255
255.255.255.255
255.255.0.08
255.255.255.255
255255255 .255

192.168 5}
TIYZUI68.Z.Y
192.168.2.123
192.168.2.255

192.168.3.8
192.168.3.44
192.168.3.255

224.8.08.0

255.255.255.8
25572557255 Y
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
240.6.0.8

17?

Gateway

2.16.8.1
18.8.8.9
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link
On-link
18.8.8.9
Ut 13
On—1link
On—1link
On—1link
On—1link
On—1link
On—1link

Interface
172.16.1.408
18.8.6.109
10.8.6.10
18.8.6.10
18.8.68.108
127.0.0.1
127.8.0.1
127.8.0.1
172.16.1.40
172.16.1.408
172.16.1.48

(el -523-‘

Metric
276
38
286
286
286
386
386
386
276
276
276

10.8.0.10 30 |

I72°16°1.39
172.16.1.40
172.16.1.408
172.16.1.48
172.16.1.40
172.16.1.40

127.6.08.1

276
276
276
276
276
276
386

3. Ping LAN IP address behind R3000 and got ICMP reply from remote subnet.

Persistent Routes:
None

\Users\Ben>ping 192.168.1.11 |

Pinging 192.168.1.11 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

192.168.1.11: bytes=32
192.168.1.11: hytes=32
192.168.1.11: bytes=32
192.168.1.11: bhytes=32

time=5ms
time=2ms
time=4ms
time=2ms

TTL=64
TTL=64
TTL=64
TTL=64

Ping statistics for 192.168.1.11:
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 5ms, Average = 3ms

C:\Users\Ben>

m

4.4.3 Testing between two OpenVPN Clients

1. Client01: Ping virtual IP address of Client02 and got ICMP reply from Client02.
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Administrator: C:\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.76611]

opyright (c)> 28089 Microsoft Corporation. All rights reserved.
L ——————————
IC:\Users\fAdministrator>ping 10.8.6.10

Pinging 10.8.0.10 with 32 hytes of data:
Reply from 10.8.0.168: bytes=32 time=3ms TTL=128
Reply from 10.8.0.10: bytes=32 time=5ms TTL=128

a.
Reply from 10.8.60.16: time=4ms TTL=128
a.

Reply from 10.8.0.10: bytes=32 time=5ms TTL=128
Ping statistics for 10.8.0.18:

Packets: Sent = 4. Received = 4. Lost = 8 (Bxz loss).
Approximate round trip times in milli-seconds:

Minimum = 3ms,. Maximum = S5ms, Average = 4ms

C:\Users\fAdministrator>

2. Client02: Ping virtual IP address of Client01 and got ICMP reply from Client01.

Pinging 18.8.8.6 with 32 bytes of data:

Reply from 18.8.8.6: bytes=32 time=6bms TTL=64
Reply from 18.8.08.6: bytes=32 time=3ms TTL=64
Reply from 18.8.08.6: bytes=32 time=6bms TTL=64
Reply from 18.8.08.6: bytes=32 time=3ms TTL=64

Ping statistics for 168.8.0.6:
Packets: Sent = 4, Received = 4. Lost = 8 (B8xz
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 6ms., Average = 4ms

C:\Users\Ben>_

4.5 Event/log

Event/Log shows running process and status of R3000.

Note: Usually you can check the Event/Log file in “Status”-> “Event/Log”.

14-06-09 17:04:42 <0> router: sdk-server startup.

14-06-09 17:04:47 <2> router: change network (Null)->(Ethernet - up)

14-06-09 17:04:47 <0> router: system service starting...

14-06-09 17:04:51 <0> router: openvpn server O start up.

14-06-09 17:04:51 <1> OpenVPN: OpenVPN 2.2.2 arm-linux [SSL] [LZO2] [EPOLL] [eurephia] built on Nov 19 2013
14-06-09 17:04:51 <3> OpenVPN: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined
scripts or executables

14-06-09 17:04:51 <3> OpenVPN: WARNING: file '/cfg/x509/openvpn/server 0/server.key' is group or others
accessible

14-06-09 17:04:51 <1> OpenVPN: TUN/TAP device tun0 opened

14-06-09 17:04:51 <1> OpenVPN: /sbin/ifconfig tun0 10.8.0.1 pointopoint 10.8.0.2 mtu 1500

14-06-09 17:04:51 <1> OpenVPN: GID set to root
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14-06-09 17:04:51 <1> OpenVPN: UID set to root

14-06-09 17:04:51 <1> OpenVPN: UDPv4 link local (bound): [undef]:1194

14-06-09 17:04:51 <1> OpenVPN: UDPv4 link remote: [undef]

14-06-09 17:04:51 <1> OpenVPN: Initialization Sequence Completed

14-06-09 17:05:45 <0> router: sent:AT+COPS?

14-06-09 17:05:45 <0> router: rcvd:

ERROR

14-06-09 17:07:07 <1> OpenVPN: Re-using SSL/TLS context

14-06-09 17:07:07 <1> OpenVPN: LZO compression initialized

14-06-09 17:07:07 <1> OpenVPN: [Client01] Peer Connection Initiated with 10.168.1.2:53865
14-06-09 17:07:10 <3> OpenVPN: IPv6 in tun mode is not supported in OpenVPN 2.2

14-06-09 17:07:27 <1> OpenVPN: Re-using SSL/TLS context

14-06-09 17:07:27 <1> OpenVPN: LZO compression initialized

14-06-09 17:07:27 <1> OpenVPN: [Client02] Peer Connection Initiated with 10.196.123.40:63021
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Chapter 5. Appendix

5.1 Firmware Version

The configuration above was tested on R3000 with firmware version R3000_S V1.01.01.fs.

Router Information

Device Model: R3000

Serial Number: robustel sn
Device Name: Cellular Router
Firmware Version: 1.01.01
Hardware Version: 1.02.01

Kernel Version: 2.6.39-7

Radio Module Type: BGS52

Radio Firmware Version: REVISION 01.301

5.2 OpenVPN software Version

The software version of OpenVPN is version 2.2.2.

IC:\Program Files\OpenUPN\bhin>openvpn ——version
OpenUPN 2.2.2 Win32-MSUC++ [SSL]1 L[LZ021 [PKCS111 built on Dec 15 2811

Originally developed by James Yonan
ICopyright (C> 20882-2018 OpenUPN Technologies, Inc. <{salesPopenvpn.net>
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